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[bookmark: _Toc20815099]Document purpose and use
This document is published by Technology Directorate’s Architecture team and provides the basis for solution architecture and design. You should use this in conjunction with guidance in the Architecture wiki (specifically the how to create a design pack page) and from your Architecture Partner. Examples are available in the architecture repository.
[bookmark: _Toc530493981][bookmark: _Toc531097914]A design pack provides an overview of the scope, deliverables and complexities of implementing change in an IT system landscape. It should provide enough information for all interested or required parties to understand the changes needed and any new or improved functionality which the change will deliver. It should be useful in any delivery context, be that a digital, data or technology service.[image: ]
The design pack is represented by the orange arrow on the diagram, with different stages of delivery broadly in line with delivery phases. Above all, a design pack should move the design process forward, enabling effective review and assurance of impending change. It should be a living, breathing artefact, that is continually updated by the project or service team, in collaboration with an Architecture Partner.
It is important to remember that this document should be used as a template and adapted as necessary. Only certain views are necessary in order to ensure effective governance and assurance against IT strategy and technical standards. 

You must discuss the development of a design pack with your Architecture Partner and adapt appropriately.

The picture above provides a visual representation of the design pack completion process.
There are 3 main sections – Conceptual, Logical and Physical design. The table below provides a guide to what sections are most relevant at various stages of the delivery lifecycle and associated governance.


	
	
	
	Governance / Assurance

	Section
	Why
	Peer review
	ARB 
	Service Assessment
	Design Assurance

	Conceptual design
	Provide a high level view of options analysis. Provide an indication of architectural changes to deliver the goals 
	 Mandatory
	N/A
	N/A
	N/A

	Logical design
	Provide an indication of architectural changes to deliver the objectives logical level. This should include functional composition, component breakdown and logical data models. 
	Mandatory:
Peer review/ ARB
	Service assessment team determines if this mandatory by alpha
	

	Physical Design
	Provide a view of the solution detail and implementation at a physical level. Includes component or application interactions, integrations, process and data flow, security and identity and access implementation.
	
	
	Service assessment team determines if this mandatory by private beta
	Mandatory
TDA; Tech show & tell; Peer review




Remember to delete the ‘document purpose and use’ section once you’ve completed your design pack.
1 [bookmark: _Toc6042678][bookmark: _Toc6042777][bookmark: _Toc6044737][bookmark: _Toc6044782][bookmark: _Toc6045033][bookmark: _Toc6046544][bookmark: _Toc6042679][bookmark: _Toc6042778][bookmark: _Toc6044738][bookmark: _Toc6044783][bookmark: _Toc6045034][bookmark: _Toc6046545][bookmark: _Toc6042680][bookmark: _Toc6042779][bookmark: _Toc6044739][bookmark: _Toc6044784][bookmark: _Toc6045035][bookmark: _Toc6046546][bookmark: _Toc6041325][bookmark: _Toc6041396][bookmark: _Toc6041429][bookmark: _Toc6042681][bookmark: _Toc6042780][bookmark: _Toc6044740][bookmark: _Toc6044785][bookmark: _Toc6045036][bookmark: _Toc6046547][bookmark: _Toc20815100][bookmark: _Toc530493983][bookmark: _Toc531097916]Conceptual design
1.1 [bookmark: _Toc20815101]Problem statement / service description
Provide a brief description of the service, programme or project and problem that needs to be solved. This may include or link into the goals of the programme, project or service, categorised by:
· Business capabilities
· Business service and process
· Organisation
· Technology
· User needs
1.2 [bookmark: _Toc20815102]Goals and drivers 
This viewpoint is used to communicate the motivations for change, what the main principles, constraints, drivers are and how they drive towards meeting the stakeholder goals / user need.


Figure 1 - Example goals and drivers viewpoint

1.3 [bookmark: _Toc14784392][bookmark: _Toc14786350][bookmark: _Toc14786420][bookmark: _Toc19099062][bookmark: _Toc20746032][bookmark: _Toc20746082][bookmark: _Toc20746123][bookmark: _Toc20746974][bookmark: _Toc20815103]Stakeholder / location and actor viewpoints 
The stakeholder / location viewpoint articulates who the key stakeholders are at a high level. Use it to check that the necessary parties have been engaged in user research and requirements gathering. It is often necessary to extend this view to add in goals, drivers and/or stakeholder-to-business context. Examples of how these dimensions can be added to goals and drivers can be seen in example architecture diagrams.
Depending on the project lifecycle it may be more relevant to use a “context diagram” that shows both stakeholders (people) and software systems.



Figure 2- Example stakeholder viewpoint

It may also be helpful to include an actor co-operation view - see the example architecture diagrams.


1.4 [bookmark: _Toc20815104]Options analysis
Describe what options have been considered and what the recommended approach is. Options analysis and conceptual design will be peer reviewed, usually at the end of discovery / start of alpha.
	Item
	Option 1 Do nothing
	Option 2 - Name
	Option 3 - Name
	Option 4 - Name

	Alignment to EA principles
	Poor
	Sub optimal
	Good
	Good

	Strategic fit
	Good
	Good
	Poor
	Good

	Fit to requirements
	
	
	
	

	Pros
	
	
	
	

	Cons
	
	
	
	

	Timescale
	
	
	
	

	Year 1 cost
	
	
	
	

	5 Year total cost of ownership
	
	
	
	

	Risk rating
	
	
	
	

	Recommend
	[image: ]
	[image: ]
	[image: ]
	[image: ]


Figure 3 - Example table of delivery options
1.4.1 Alignment to EA Principles and strategic fit
Provide a brief description of how each option aligns with the DfE EA Principles and the wider technology strategies.
1.4.2 Fit to requirements
Provide high level requirements and if the option can meet these.
1.4.3 Pros and cons
Provide the relative pros and cons of each option and rationale for the recommended option.



1.4.4 Timescales
Provide a conceptual timescale or roadmap for each option.
1.4.5 Costs
Provide indicative costs for each option.
	Option 
	Estimated days
	Day rate
	Number of users
	Monthly charge rate per user
	Year 1 estimate
	Year 2 estimate
	Year 5 estimate

	Item 1
	
	£
	
	£
	£
	£
	£

	Item 2
	
	£
	
	£
	£
	£
	£

	Item 3
	
	£
	
	£
	£
	£
	£

	Option 1 indicative total
	
	£
	
	£
	£
	£
	£


Figure 4 - Example of an indicative cost model
1.4.6 Benefits and risks
Provide further information on benefits and risks of each option.
1.4.7 Recommendation
Provide a recommendation from all options considered.
1.5 [bookmark: _Toc20815105]Recommended option conceptual design
Provide a brief conceptual design (preferably a diagram) of the recommended option for consideration. This should be peer reviewed.
The conceptul design can be provided using a business capability / service view
The Business Capability Model provides a high level view of departmental capability.The business capabilities / service view provides what business capabilities are impacted by the architectural change being considered. This could be a simple view of business capabilities or a mapping of capabilities to applications / services.
The following example shows how a digital service in a beta phase relates to business capabilities and to a much wider programme of future service deliveries.
[image: ]Key
        User need         

         Product Gov. needs to build

         Capability Gov.needs to build

          Service goal

           Sits outside the service







Figure 5 - Example service / capability map



2 [bookmark: _Toc20815106]Logical design
Not all views will be relevant in the context of every project / service - discuss with your Architecture Partner what is most appropriate to include.
2.1 [bookmark: _Toc5635875][bookmark: _Toc6041327][bookmark: _Toc6041398][bookmark: _Toc6041431][bookmark: _Toc6042683][bookmark: _Toc6042782][bookmark: _Toc6044742][bookmark: _Toc6044787][bookmark: _Toc6045038][bookmark: _Toc6046549][bookmark: _Toc6041328][bookmark: _Toc6041399][bookmark: _Toc6041432][bookmark: _Toc6042684][bookmark: _Toc6042783][bookmark: _Toc6044743][bookmark: _Toc6044788][bookmark: _Toc6045039][bookmark: _Toc6046550][bookmark: _Toc13060029][bookmark: _Toc14784403][bookmark: _Toc14786361][bookmark: _Toc14786431][bookmark: _Toc19099073][bookmark: _Toc20746043][bookmark: _Toc20746087][bookmark: _Toc20746128][bookmark: _Toc20746979][bookmark: _Toc13060030][bookmark: _Toc14784404][bookmark: _Toc14786362][bookmark: _Toc14786432][bookmark: _Toc19099074][bookmark: _Toc20746044][bookmark: _Toc20746088][bookmark: _Toc20746129][bookmark: _Toc20746980][bookmark: _Toc6041330][bookmark: _Toc6041401][bookmark: _Toc6041434][bookmark: _Toc6042686][bookmark: _Toc6042785][bookmark: _Toc6044745][bookmark: _Toc6044790][bookmark: _Toc6045041][bookmark: _Toc6046552][bookmark: _Toc13060032][bookmark: _Toc14784405][bookmark: _Toc14786363][bookmark: _Toc14786433][bookmark: _Toc19099075][bookmark: _Toc20746045][bookmark: _Toc20746089][bookmark: _Toc20746130][bookmark: _Toc20746981][bookmark: _Toc13060033][bookmark: _Toc14784406][bookmark: _Toc14786364][bookmark: _Toc14786434][bookmark: _Toc19099076][bookmark: _Toc20746046][bookmark: _Toc20746090][bookmark: _Toc20746131][bookmark: _Toc20746982][bookmark: _Toc7535839][bookmark: _Toc7539710][bookmark: _Toc7539912][bookmark: _Toc7540187][bookmark: _Toc7540359][bookmark: _Toc7594231][bookmark: _Toc13060035][bookmark: _Toc20815107]High-level solution concept view
The solution concept diagram is a high-level view that shows scope and additionally provides a view of impacted parties. It can be articulated in the context of a service, application or any other relevant context. The diagram should show the high level business processes being affected or requested. The context level in the diagram depends on the needs of the service or project. If appropriate, it may be helpful to articulate elements of the as-is solution and transition to new solution concepts. 
This view is often helpful to illustrate how a logical concept would be architected end-to-end. It can be helpful to aid understanding for senior or non-technical stakeholders and can be used in procurement engagements to articulate what outcome the department is seeking. This view is often extended as the service and its design matures into logical and physical states.


[bookmark: _Toc7538719]Figure 6 - Example high-level solution concept view
2.2 [bookmark: _Toc7535842][bookmark: _Toc7539713][bookmark: _Toc7539915][bookmark: _Toc7540190][bookmark: _Toc7540362][bookmark: _Toc7594234][bookmark: _Toc20815108]Business context viewpoints
The business context viewpoint takes the concept view down a level in detail. Two examples are given below of how to articulate a lower level of detail. Neither are mandatory, but if included these should be adapted to suit the context of the conceptual design.
The following example shows how internal and external components are interfaced and how users interact with them:



[bookmark: _Toc7538720]Figure 7 - Example internal and external component interfaces
The following example shows how applications and services relate to business functions and business objects:



[bookmark: _Toc7538721]Figure 8 - Example application / service viewpoint
2.3 [bookmark: _Toc20746049][bookmark: _Toc20746093][bookmark: _Toc20746134][bookmark: _Toc20746985][bookmark: _Toc7535844][bookmark: _Toc7539715][bookmark: _Toc7539917][bookmark: _Toc7540192][bookmark: _Toc7540364][bookmark: _Toc7594236][bookmark: _Toc6041335][bookmark: _Toc6041406][bookmark: _Toc6041438][bookmark: _Toc6042691][bookmark: _Toc6042790][bookmark: _Toc6044750][bookmark: _Toc6044795][bookmark: _Toc6045046][bookmark: _Toc6046557][bookmark: _Toc6041336][bookmark: _Toc6041407][bookmark: _Toc6041439][bookmark: _Toc6042692][bookmark: _Toc6042791][bookmark: _Toc6044751][bookmark: _Toc6044796][bookmark: _Toc6045047][bookmark: _Toc6046558][bookmark: _Toc7535846][bookmark: _Toc7539717][bookmark: _Toc7539919][bookmark: _Toc7540194][bookmark: _Toc7540366][bookmark: _Toc7594238][bookmark: _Toc20815109]Capability to application map
The business capability to application map is used to understand where capabilities are implemented in applications. This common view is important for any systems / service rationalisation or significant investment decision. It is particularly important where standardisation is a key business goal in order to determine the optimal set of applications.


[bookmark: _Toc7538723]Figure 9 - Example business capability to application map
2.4 [bookmark: _Toc7535848][bookmark: _Toc7539719][bookmark: _Toc7539921][bookmark: _Toc7540196][bookmark: _Toc7540368][bookmark: _Toc7594240][bookmark: _Toc20815110][bookmark: _Toc6042695][bookmark: _Toc6042794][bookmark: _Toc6044754][bookmark: _Toc6044799][bookmark: _Toc6045050][bookmark: _Toc6046561]Data architecture 
This shows the key data involved and their relationships with other data, represented by a high-level Entity Relationship Diagram (ERD) or similar. This will be iterated throughout the delivery lifecycle. 
The key questions this view should address are:
· How will the data architecture of the estate be impacted by the project?
· What data related capabilities fall within the scope of the project?
· What data sources (which cover both those within an application and those that are not) are expected to fall within the scope of the project?
It should also address which of the Department for Education’s (DfE) major entities fall within the scope of the service (for example Learner, Provider, Employer, Learning Aim, Qualification, Teacher, Apprenticeship).
The following example shows an ERD that encapsulates the high level data requirements of the solution and their relationships to other data elements:

[bookmark: _Toc7538724][image: ]
Figure 10 - Example Entity Relationship Diagram (ERD)
[bookmark: _Toc7535850][bookmark: _Toc7539721][bookmark: _Toc7539923][bookmark: _Toc7540198][bookmark: _Toc7540370][bookmark: _Toc7594242][bookmark: _Toc20815111]2.5	Design requirements, assumptions, constraints, risks and issues
The purpose of this section is to describe:
· any design assumptions which have been made in developing the proposed solution
· any business or technology constraints that need to be considered which may influence the decisions made when defining the architecture
· any functional / non-functional requirements that significantly impact the architecture or design. A reference to user stories or business requirements is helpful.
[bookmark: _Toc7011990]


You may want to use these example tables:
	Ref.
	Priority 
	Status
	Summary statement

	BR.01
	Must
	Assumed
	

	BR.02
	Should
	Specified
	


Figure 11 - Example table of business requirements

	Ref.
	Priority 
	Status
	Summary statement

	FR.01
	Must
	Assumed
	

	FR.02
	Should
	Specified
	


Figure 12 - Example table of functional requirements

	Ref.
	Priority 
	Status
	Summary statement

	A.01
	Must
	Assumed
	

	A.02
	Should
	Specified
	


Figure 13 - Example table of assumptions

	Ref.
	Priority 
	Status
	Summary statement

	C.01
	Must
	Assumed
	

	C.02
	Should
	Specified
	


Figure 14 - Example table of constraints

	Ref.
	Description
	Risk
(H/M/L)
	Impact
(H/M/L)
	Owner
	Mitigation

	R.01
	
	H
	H
	
	

	R.02
	
	M
	L
	
	


Figure 15 - Example table of risks

	Ref.
	Description 

	I.01
	

	I.02
	


Figure 16 - Example table of issues

[bookmark: _Toc6042698][bookmark: _Toc6042797][bookmark: _Toc6044757][bookmark: _Toc6044802][bookmark: _Toc6045053][bookmark: _Toc6046564]
[bookmark: _Toc529367060][bookmark: _Toc529437831][bookmark: _Toc531166657][bookmark: _Toc20815112]3	Physical design
You should work with your Architecture Partner to determine which of the following elements are most relevant for your design. It’s useful to include narrative with each diagram, to further explain the design elements.

[bookmark: _Toc13060045][bookmark: _Toc14784415][bookmark: _Toc14786373][bookmark: _Toc14786443][bookmark: _Toc19099085][bookmark: _Toc20746055][bookmark: _Toc20746099][bookmark: _Toc20746140][bookmark: _Toc20746991][bookmark: _Toc20815113]High Level Design (HLD)
High-level designs can be written from a number of perspectives. Use your best judgement and work with your Architecture Partner to decide which views are most appropriate.
A non-exhaustive list of example perspectives follows.
Application
[image: ]
Adaptor
Application
Azure Function
External component
Key

[bookmark: _Toc7538727]Figure 17 - Example application HLD, with clear layering of technical components and integration of vertical micro-services

Data / physical ERD


[bookmark: _Toc7538728]Figure 18 - Example of a more detailed level of ERD, showing actual data entities, their parameters and relationships
[bookmark: _Toc7535858][bookmark: _Toc7539729][bookmark: _Toc7539930][bookmark: _Toc7540205][bookmark: _Toc7540377][bookmark: _Toc7594249]Integration
If the service / solution integrates with other services / solutions, this needs to be explained clearly. There are a number of different ways to integrate - for example analytical data, transactional, public / internal Application Programming Interfaces (APIs), Secure File Transfer Protocol (sFTP). Any orchestration also needs to be articulated. 

[image: ]
[bookmark: _Toc7538729]Figure 19 - Example clearly illustrates how 3 applications are integrated via an API gateway and an orchestration layer
3.1.4 	Hosting
Provide sufficient narrative to describe the selected hosting platform and environments  created to support the service.   Example environments include, production, pre-production, development, test.
The level of detail needed will differ depending on the service design - from low: Software as a Service (SaaS), through medium: Platform as a Service (PaaS), to high: Infrastructure as a Service (IaaS).
Hosting vendor, geographic region(s) and logical / billing structures selected (subscriptions / tenancies) should all be included here. These can be visually represented in this section, or incorporated into the infrastructure view(s) below.
3.1.5 	Security
The example below shows a security view, which should address what security controls are being proposed and how they protect the service and associated information assets. Details should be included on data encryption (at rest and in transit), plus appropriate identity and access management – see separate section below.







[bookmark: _Toc7538730]
Figure 20 - Example showing a physical design focused on security implementation
3.1.5.1 Identity and Access Management
A specific view (and narrative) explaining how the solution implements identity and access management. Designs should follow standard DfE IdAM patterns and use strategic platforms wherever possible.
[bookmark: _Toc6044761][bookmark: _Toc6044806][bookmark: _Toc6045057][bookmark: _Toc6046568][bookmark: _Toc6046572][bookmark: _Toc6044763][bookmark: _Toc6044808][bookmark: _Toc6045059][bookmark: _Toc6046573][bookmark: _Toc6044764][bookmark: _Toc6046574][bookmark: _Toc6046575][bookmark: _Toc6044766][bookmark: _Toc6044810][bookmark: _Toc6045061][bookmark: _Toc6046576][bookmark: _Toc20815114][bookmark: _Toc529367058][bookmark: _Toc529437829][bookmark: _Toc531166656]API design
Where appropriate, integration should be loosely coupled. The strategic default should be RESTful APIs published and managed via the DfE API gateway, more commonly known as the Enterprise API Management (EAPIM) service hosted on the “Cloud Infrastructure Platform (CIP)” Azure tenancy.

Designs should follow standard API integration patterns. The API design viewpoint below articulates the high level design of any APIs within the solution - use it to:

· Check that APIs are aligned with the strategy and standards
· Show that APIs have been designed in a way that implements a gateway pattern
· Show that APIs are published to the correct instance of the DfE API management platform
· Demonstrate that all APIs are implemented in a way that makes them re-usable and secure (for example, how they adopt the layered approach as illustrated in the DfE API strategy). 

[image: ]
Figure 21 - Example showing DfE Integrration Patterns: Back Ends for Frnt Ends (Decomposition of API Gateway pattern)
[bookmark: _Toc20815115]Infrastructure / network topology 
For infrastructure / network related projects or services, this section is mandatory and forms the majority of the physical design. Discuss this with your Architecture Partner, if you are unsure.


The examples below depict a set of detailed views of infrastructure artefacts considering connectivity, infrastructure, performance and monitoring, in order to explain the infrastructure solution from an implementation perspective.
[bookmark: _Toc7538731][image: ]
Figure 22 - Example showing how application components relate to a network / firewall configuration
[image: ]
[bookmark: _Toc7538732]Figure 23 - Example showing a low-level network diagram (most useful for network projects)
[bookmark: _Toc7540382][bookmark: _Toc7594254][bookmark: _Toc530494003][bookmark: _Toc531097936][bookmark: _Toc527622513][bookmark: _Toc530494005][bookmark: _Toc531097938][bookmark: _Toc6044768][bookmark: _Toc6044812][bookmark: _Toc6045063][bookmark: _Toc20815116]Disaster recovery, logging, audit and error handling
This section should confirm how the design ensures the solution is resilient and robust, including descriptions of how:  
disaster recovery will take place and timescales for this
the design addresses event logging, audit and alerting 
[bookmark: _Toc20815117]Service management and support 
Describe how the service, application(s) and components will be managed and supported. If necessary, specify the anticipated support changes throughout the delivery lifecycle, for example alpha phase will be supported by the development team, post beta will be supported by DfE DevOps.


This section may also contain information on how the service meets the accessibility needs of its users.
2 [bookmark: _Toc13060056][bookmark: _Toc14784426][bookmark: _Toc14786384][bookmark: _Toc14786454][bookmark: _Toc19099096][bookmark: _Toc20746066][bookmark: _Toc20746105][bookmark: _Toc20746146][bookmark: _Toc13060057][bookmark: _Toc14784427][bookmark: _Toc14786385][bookmark: _Toc14786455][bookmark: _Toc19099097][bookmark: _Toc20746067][bookmark: _Toc20746106][bookmark: _Toc20746147][bookmark: _Toc20814857][bookmark: _Toc20815118]
3 [bookmark: _Toc20814858][bookmark: _Toc20815119]
3.6 [bookmark: _Toc20815120]Architectural / design decisions
	Date
	Decision description
	Options and outcomes

	
	For example, IaaS over PaaS
	For example considered IaaS, PaaS, SaaS options, IaaS selected for segregation of sensitive data and expediency. 

	
	
	



2 [bookmark: _Toc13060059][bookmark: _Toc14784429][bookmark: _Toc14786387][bookmark: _Toc14786457][bookmark: _Toc19099099][bookmark: _Toc20746069][bookmark: _Toc20746108][bookmark: _Toc20746149][bookmark: _Toc13060060][bookmark: _Toc14784430][bookmark: _Toc14786388][bookmark: _Toc14786458][bookmark: _Toc19099100][bookmark: _Toc20746070][bookmark: _Toc20746109][bookmark: _Toc20746150][bookmark: _Toc20814860][bookmark: _Toc20815121]
3 [bookmark: _Toc20814861][bookmark: _Toc20815122]
3.7 [bookmark: _Toc20815123]Document references
Where documentation already exists, provide links in the table below, or provide a summary of the scope of this document.
	Document
	Link 

	For example, Project Initiation Documentation (or equivalent)
	

	For example, project mandate
	

	For example, stakeholder map
	

	For example, project backlog / user stories
	

	For example, external references
	




4 [bookmark: _Annex_–_useful][bookmark: _Toc20815124]Annexes 
[bookmark: _Useful_references][bookmark: _Toc13060063][bookmark: _Toc14784433][bookmark: _Toc14786391][bookmark: _Toc14786461][bookmark: _Toc19099103][bookmark: _Toc20746073][bookmark: _Toc20746112][bookmark: _Toc20746153][bookmark: _Toc13060064][bookmark: _Toc14784434][bookmark: _Toc14786392][bookmark: _Toc14786462][bookmark: _Toc19099104][bookmark: _Toc20746074][bookmark: _Toc20746113][bookmark: _Toc20746154][bookmark: _Toc20814864][bookmark: _Toc20815125]
[bookmark: _Toc20815126]Useful references
· DfE Enterprise Architecture Principles
· DfE Business Capability Model
· DfE architecture repository
· Example architecture diagrams
· API Strategy and Integration patterns
· DfE IdAM strategy and patterns
· DfE technical standards
· GDS Technology Code of Practice
· DfE technology service offer
· Reference Non-Functional Requirement (NFRs)
· Departmental Security Assurance Model (DSAM) process
· Departmental security architecture principles
· Service Management processes 
 


[bookmark: _Toc20815127][bookmark: _Toc5102784]Glossary of terms
· Application Programming Interface (API) - a set of functions and procedures allowing the creation of applications that access the features or data of an operating system, application, or other service
· Cloud Infrastructure Platform (CIP) - refers to the hardware and software components -- such as servers, storage, a network and virtualization software -- that are needed to support the computing requirements of a cloud computing model.
· Entity Relationship Diagram (ERD) - a snapshot of data structures. An ERD shows entities (tables) in a database and relationships between tables within that database
· High Level Design (HLD) – explains the architecture that would be used for developing a solution, providing an overview of an entire system, identifying the main components that would be developed for the solution, product(s) and their interfaces. In contrast, low-level design further exposes the logical detailed design of each of these elements for technical implementers.
· Identity and Access Management (IDaM) - is the combination of technical systems, policies and processes that create, define, and govern the utilization, and safeguarding of identity information, as well as managing the relationship between an entity, and the resources to which access is needed
· Infrastructure as a Services (IaaS) - is a form of cloud computing that provides virtualized computing resources over the internet.
· Platform as a Service (PaaS) - is a complete development and deployment environment in the cloud, with resources that enable you to deliver everything from simple cloud-based apps to sophisticated, cloud-enabled enterprise applications
· RESTful API - is an API that uses HTTP requests to GET, PUT, POST and DELETE data.
· Secure File Transfer Protocol (sFTP) - a network protocol used for secure file transfer over secure shell
· Software as a Service (SaaS) - a software licensing and delivery model in which software is licensed on a subscription basis and is centrally hosted



[bookmark: _Toc20815128]Document control
[bookmark: _Toc530494004][bookmark: _Toc531097937][bookmark: _Toc5102785]Expiry or review date
We will review this design pack [quarterly/yearly/upon significant design change].
[bookmark: _Toc5102786]Version control
	Version
	Date issued
	Brief summary of change
	Name

	2
	02/07/2019
	High level options analysis added
	Monica Beaton

	3
	01/10/2019
	Conceptual design added
	Monica Beaton

	
	
	
	



[bookmark: _Toc527622514][bookmark: _Toc530494006][bookmark: _Toc531097939][bookmark: _Toc5102787]Document approval
	Name
	Role
	Date

	
	
	

	
	
	

	
	
	




[image: ]
	3
image1.png
o

Department
for Education




image2.png
Pipeline

Governance /

Delivery Lifecycle

Architecture /
Design

Assurance

Conceptual Design Logical Design Physical Design Key
«  Problem statement o G GETEEED +  High Level Design - application, data, . :‘i';'de e
e [ Bemsconermwons el s
: EIZLYOTIETY «  Capability / service view :
« Stakeholder / actor viewpoint . CQE:M,:YY (ere Ty o ST T O G ® PR
« High level options analysis -~ Data architectire e i
« Conceptual view of preferred 0 BT TSAETSETS o AmiEmidEn
ool +  Options considered EEemes

« Business capabilty mapping

T — ) — A
Design Design Design Repository

Bus Partner

Technical/
SpecialistArchitect

Architecture
Partner

Solution Architect

Options Architecture
analysis Governance

-
; P

-

READINESS DISCOVERY PRIVATE BETA PUBLIC BETA

final stages of BAU transition
delivery (or close-down)

design & prep live delivery

initiation delivery close-down




image3.png
Here’s the
process

Hi, I'm your
partner

Here are some
resources

\/l

Architecture
Partner

ARB
Design
Assurance
Empty template
Copy & paste,
amend
Example template

Diagram repository

Solution / Technical
Architect

1. Get empty template

2. Decide (with partner) what
is needed for what
governance / assurance

3. Use diagram repository
and guidance on the wiki to
speed up the process

4. Complete the appropriate
design pack sections, get it
assured

5. Repeat as necessary




image4.emf
DfE Arch. Pack Example

Simple Goals and Drivers View 1

Key

Stakeholder

Internal ESFA 

Stakeholders

External ESFA 

Stakeholders

Improve IT Service 

Availability

From below 30% to 

Above 75% user 

satisfaction rates

Minimum 95% 

Transactions 

Complete First Time

98.5% Availability Deliver £2m Savings

Simplified User 

Experience

IT Operational Cost 

Savings

Reduce IT 

Complexity

Re-use & Addopt 

Common Tech 

Services

Improve First Time 

Transaction Success 

Rate

End User Satisfaction

Adopt GDS 

Principles & 

Standards

Goal Principle

Driver


Microsoft_Visio_Drawing.vsdx
DfE Arch. Pack Example
Simple Goals and Drivers View 1
Key
Stakeholder
Internal ESFA Stakeholders
External ESFA Stakeholders

Improve IT Service Availability
From below 30% to Above 75% user satisfaction rates
Minimum 95% Transactions Complete First Time
98.5% Availability




Deliver £2m Savings

Simplified User Experience
IT Operational Cost Savings
Reduce IT Complexity


Re-use & Addopt Common Tech Services



Improve First Time Transaction Success Rate




End User Satisfaction



Adopt GDS Principles & Standards

Goal
Principle
Driver



image5.emf
DfE Arch. Pack Example

Simple Stakeholder View 1

Key

Stakeholder

Internal Users External Users

Business Admin.

Business Owner

Local Authorities

Independent Training

Colleges

LA¶s (Provider)

Academies

6th Form Maintained Schools

SATS

FE Colleges MATS

Composition


Microsoft_Visio_Drawing1.vsdx
DfE Arch. Pack Example
Simple Stakeholder View 1
Key
Stakeholder
Internal Users
External Users
Business Admin.
Business Owner
Local Authorities
Independent Training
Colleges
LA’s (Provider)
Academies
6th Form
Maintained Schools
SATS
FE Colleges
MATS














Composition



image6.jpeg




image7.png




image8.gif
Awareness and
acquisition

Referrals

O

Trainee

Get help to retrain

Motivation to complete training

(i)

Provider(s)

NRS training

Find and apply for jobs

Support & motivation
while finding / applying for jobs




image9.emf
Key

DfE Arch. Pack Example:

Business Context View 1

XYZ Worker XYZ User Employer Provider

External Body

Managed IT Service

Transactional Data

Internal Facing

Digital (External Facing)

Application 

Management

 Application

Set Criteria

Publish ABC

Set EFG Standards ABC Approval

Approved ABC 

Mngt.

Publish XYZ 

Details

Set EFG Policy

Raise a EFG

EFG Management

HIJK Management

Publish XYZ 

Outcomes

ABC Development  

Mngt.

Messaging / Orchestration / Integration

Payments

Finance 

Integration

HR Integration

Data 

Stores

Data

Doc. 

Repository

Payments Analytics Reporting

Integration

Finance ?

HR ?

CRM

Case 

Management

Identity 

& Access 

Mngt.

As-Is 

Data

ETL

Access Mngt.

Hosting DR Plan Data Back Up Service Desk Loggin / Audit Environments

Information 

Publishing & 

Notifications

Internal & External

XYZ Support 

Team Member

Other Bodies Public Police / Health / 

Other 

Professional

Internal External

SAAS / Cloud

 LAN

Paper (Back Up)

Telephony

Internet

? Others ? Others

Users / 

Stakeholders

Channels

Service 

Delivery

HL User 

Needs / 

Capabilities

Logical 

Solution

Supporting IT Services

Back Office

Support Teams

Web Chat

MyXYZ App

Web Bot

Social Media

MyXYZ Portal

Digital

Web Chat Web Bot

͞My XYZ͟�

App.

(Not part of MVP)

Public Web 

Presence

͞My XYZ͟�

Portal

Back Office

Public Web 

Site

High Level Solution Concept Showing Business Context

Business Function 1

Business Function 2

Business Function 3

Business Function 4


Microsoft_Visio_Drawing2.vsdx
Key
DfE Arch. Pack Example:
Business Context View 1





XYZ Worker
XYZ User
Employer
Provider
External Body
Managed IT Service
Transactional Data
Internal Facing
Digital (External Facing)

Application Management


Application


Set Criteria


Publish ABC


Set EFG Standards


ABC Approval


Approved ABC Mngt.


Publish XYZ Details


Set EFG Policy


Raise a EFG


EFG Management


HIJK Management


Publish XYZ Outcomes


ABC Development  Mngt.




Messaging / Orchestration / Integration

Payments


Finance Integration


HR Integration




Data Stores







Data

Doc. Repository




Payments



Analytics




Reporting




Integration

Finance ?

HR ?

CRM



Case Management


Identity & Access Mngt.


As-Is Data



ETL


Access Mngt.




Hosting

DR Plan

Data Back Up
Service Desk
Loggin / Audit

Environments

Information Publishing & Notifications

Internal & External
XYZ Support Team Member
Other Bodies
Public
Police / Health / Other Professional
Internal
External

SAAS / Cloud
LAN









Paper (Back Up)




Telephony




Internet



? Others
? Others
Users / Stakeholders
Channels
Service Delivery
HL User Needs / Capabilities
Logical Solution
Supporting IT Services
Back Office

Support Teams
Web Chat

MyXYZ App


Web Bot
Social Media


MyXYZ Portal





Digital


Web Chat

Web Bot

“My XYZ” App.
(Not part of MVP)

Public Web Presence



“My XYZ” Portal








Back Office


Public Web Site




High Level Solution Concept Showing Business Context

Business Function 1
Business Function 2

Business Function 3

Business Function 4





















image10.emf
DfE Arch. Pack Example:

Context L1

Anonymous User Authenticated User Admin User

Dept. Contract Web Application

: 

Software System

Allows users to view contract tenders and 

awarded contracts. Interact with Dept.

Twitter

: 

Software System

GitHub

: 

Software System

Blogs

: 

Software System

Gets profile 

information and 

tweets

Gets info. from 

code repos

Gets content 

from RSS/

ATOM feeds

Key External Component Internal Component

Add suppliers and 

manage contracts

Manage 

profile, view 

contract 

opportunities, 

submit a 

tender

View contract 

opportunities


Microsoft_Visio_Drawing3.vsdx
DfE Arch. Pack Example:
Context L1
Anonymous User
Authenticated User
Admin User
Dept. Contract Web Application: Software System
Allows users to view contract tenders and awarded contracts. Interact with Dept.
Twitter: 
Software System
GitHub: 
Software System
Blogs: 
Software System
Gets profile information and tweets
Gets info. from code repos
Gets content from RSS/ATOM feeds
Key
External Component
Internal Component
Add suppliers and manage contracts
Manage profile, view contract opportunities, submit a tender
View contract opportunities



image11.emf
Document 

Exchange

Capital Funding

Contracts and 

Compliance

Finance and 

Payments

Others

My Contact 

Information

E-Bulletin 

Subscription

Contact 

Information

Digital Forms

Academy Budget 

Forecast Return

Academy Financial 

Mangt. And Gov. Self 

Assess. (FMGS)

Academic National 

Non-Dom. Rates 

(NNDR) Clain Form

Academic Risk 

Protection Arr. 

Opt In

Academy Land & 

Building Valuations

Academic Top-Up 

Insurance

ESFA Calendar

Role Specific 

Published Events

My Help Centre

Knowledge Base

Revenue Funding

Business

object

Business

function

Application

service

Key

Realisation

DfE Arch. Pack Example:

Business Context View 2


Microsoft_Visio_Drawing4.vsdx





Document Exchange
Capital Funding

Contracts and Compliance

Finance and Payments

Others


My Contact Information
E-Bulletin Subscription


Contact Information

Digital Forms
Academy Budget Forecast Return
Business
object
Academy Financial Mangt. And Gov. Self Assess. (FMGS)
Business
object
Academic National Non-Dom. Rates (NNDR) Clain Form
Business
object
Academic Risk Protection Arr. Opt In
Business
object
Academy Land & Building Valuations
Business
object
Academic Top-Up Insurance
Business
object






ESFA Calendar

Role Specific Published Events

My Help Centre

Knowledge Base

Revenue Funding

Business
object
Business
function

Application
service
Key


Realisation
DfE Arch. Pack Example:
Business Context View 2



image12.emf
Key

DfE Arch. Pack Example:

Application To Capability

To Be Applications

To Be Capabilities

As Is Applications

As Is Capabilities

Demand 

Management

Market 

Engagement

Sourcing 

Strategy

Contract 

Finalisation/

Management

Purchase-To-Pay

MI

No incumbent 

product 

JAGGAER

Bravo & Award

(strategic 

sourcing/

procurement)

Procurement

Catalogue

Huddle

(buildings 

only)

SSCL

SOP

Microsoft 

Dynamics

NAV

Oracle Service 

Cloud

Microsoft 

Power BI

SQL MI Tool

Commercial

Pipeline 

Dataset

Invoicing

FCS

(grants only)

MI data (manual)

Proactis

Marketplace

MI data

MI data

MI data

Zanzibar

(stationary 

only)

SSCL Shared 

Services

Demand 

Management

Market 

Engagement

Sourcing 

Strategy

Contract 

Finalisation/

Management

Purchase-To-Pay

MI

Demand 

Management 

Product

SS/CM 

Product

Procurement

Catalogue

NAV MI Product Power BI SQL MI Tool

Commercial 

Pipeline 

Dataset

Invoicing

New interface

MI Data (build out interface)

Zanzibar

(stationary 

only)

Non-

Stationary 

Catalogue 

Product

New interfaces

Contracts data automated interface

Manual input of contracts data

Proactis

Redimo2

(all other 

supply)

Proactis

Marketplace

Clerical

Application Capability


Microsoft_Visio_Drawing5.vsdx
Key
DfE Arch. Pack Example:
Application To Capability

Application

Capability



image13.emf
DfE Arch. Pack Example:

ERD (Logical)

Key

ORGANISATION

ORGANISATION 

REGISTER RECORD

UNIQUE IDENTIFIER TYPE

ORGANISATION 

REGISTER

PRIVILEGE

OBLIGATION

ORGANISATION 

REGISTER

TYPE

ORGANISATION 

REGISTER IDENTIFIER 

NAME

PERSON

RELATED ORGANISATION 

REGISTER RECORD

Records

Is Recorded Against

ROLE

Entity Type 1

Entity Type 2


image14.png
user Davice

FromEna

Fiter
(RoRMebARD)

{

)

)

)

.
Gomms Worker Gomms-AP1 State-API FRegistraton-API| Sidls-API Courses-API Jobs-API B
T a

(RoRMe

Ape)

G |
(e et

S DaAT
aure Evnton)

Cosee)

v
oo
e o)

Careas OBAPT
Saiee Evntn)

Joes G
e Eunton)

User
Gomms.

User sate

User
pogisvaton

Sais

aas | | wsersws

Eﬁ;ﬁ@





image15.emf
Entity Relationship Diagram

Key

Organisations

UKPRN PK

OrganisationName

Objects

ObjectID PK

UKPRN

Type

ObjectTypes

Type PK

Description

DateAndTime

Creator

Users

User PK

ExternalUserID

UKPRN

Roles

Role PK

RoleDescription

UserRoles

User PK

Role

Entitlements

Entitlement PK

Description

DeleteRight

Parent

RoleEntitlements

Role PK

Entitlement

ObjectEntitlements

Type PK

Entitlement

Name

UpdateRight

ReadRight

CreateRight

ParentRole

NotificationEntity

Entity name

Primary key PK

Other fields

Organisations

This data store contains a reference for an 

Organisation along with a (nullable) 

reference to a parent

Objects

This object store contains a byte-stream 

for the abstract documents along with 

document metadata

Note

Details...

ObjectTypes

This data store contains a list of unique 

document types along with details of the 

entity to notify on upload

ObjectEntitlements

This data store forms an access control 

list for an object class from a collection of 

standardised entitlements

Users

This data store contains a list of user along 

with their external organisation reference

UserRoles

This data store contains a list of the roles 

associated with a user

Roles

This data store contains a list of the active 

roles

RoleEntitlements

This data store forms an access control list 

for roles from a collection of standardised 

entitlements

Entitlements

This data store maintains a list of 

standardised entitlements along with a 

boolean indication of the purpose


Microsoft_Visio_Drawing6.vsdx
Entity Relationship Diagram
Key
Organisations
Table
UKPRN
PK
FK
OrganisationName
PK
FK
Objects
Table
ObjectID
PK
FK
UKPRN
PK
FK
Type
PK
FK
ObjectTypes
Table
Type
PK
FK
Description
PK
FK
M1
M2
M3
M4
DateAndTime
PK
FK
Creator
PK
FK
Users
Table
User
PK
FK
ExternalUserID
PK
FK
UKPRN
PK
FK
M1
M2
M3
M4
M1
M2
M3
M4
M1
M2
M3
M4
Roles
Table
Role
PK
FK
RoleDescription
PK
FK
UserRoles
Table
User
PK
FK
Role
PK
FK
M1
M2
M3
M4
M1
M2
M3
M4
Entitlements
Table
Entitlement
PK
FK
Description
PK
FK
DeleteRight
PK
FK
Parent
PK
FK
M1
M2
M3
M4
RoleEntitlements
Table
Role
PK
FK
Entitlement
PK
FK
M1
M2
M3
M4
M1
M2
M3
M4
ObjectEntitlements
Table
Type
PK
FK
Entitlement
PK
FK
M1
M2
M3
M4
M1
M2
M3
M4
Name
PK
FK
UpdateRight
PK
FK
ReadRight
PK
FK
CreateRight
PK
FK
ParentRole
PK
FK
M1
M2
M3
M4
NotificationEntity
PK
FK
Entity name
Table
Primary key
PK
FK
Other fields
PK
FK
Organisations
This data store contains a reference for an Organisation along with a (nullable) reference to a parent
Objects
This object store contains a byte-stream for the abstract documents along with document metadata
Note
Details...
ObjectTypes
This data store contains a list of unique document types along with details of the entity to notify on upload
ObjectEntitlements
This data store forms an access control list for an object class from a collection of standardised entitlements
Users
This data store contains a list of user along with their external organisation reference
UserRoles
This data store contains a list of the roles associated with a user
Roles
This data store contains a list of the active roles
RoleEntitlements
This data store forms an access control list for roles from a collection of standardised entitlements
Entitlements
This data store maintains a list of standardised entitlements along with a boolean indication of the purpose



image16.emf
DfE Arch. Pack Example: Integration View

Key

Application / 

Platform

API 

Management 

Platform

API 

Management 

Platform


image17.emf
Internet

Checkpoint Firewalls

Barracuda WAF

WAF WAF

Barracuda Web 

Application Firewall

Barracuda Web 

Application Firewall

Production subscription

Trusted 

AMBER zone

Trusted 

Green zone

Un

-

trusted 

Red zone

Firewalls

New

Barracuda Firewalls

NGF NGF

Barracuda Web 

Application Firewall

Barracuda Web 

Application Firewall


Microsoft_Visio_Drawing7.vsdx
Internet
Checkpoint Firewalls
Barracuda WAF
WAF
WAF
Barracuda Web Application Firewall
Barracuda Web Application Firewall
Production subscription
Trusted AMBER zone
Trusted Green zone
Un-trusted Red zone
Firewalls
New
Barracuda Firewalls
NGF
NGF
Barracuda Web Application Firewall
Barracuda Web Application Firewall
Route to on DfE premise via ExpressRoute and other DfE Azure subscriptions
SFA Azure



image18.emf
DfE standard Integration Patterns: Back Ends For Front Ends [Decomposition of API Gateway pattern]

Experience Layer

API Gateway

Style: XXXX 

(REST/SOAP/

ODATA etc)

API Name: XXXX

Developer Hub

UI

Data Provider Hub

Process Layer

API Gateway

Data / System Layer

API Gateway

Client Types

Gateway Instance

API Implementation

UI

Back End System / Data 

Store / Component Etc.

Experience API͛s

User Group / 

Stakeholder

User: XXXXX

User: XXXXX

Public API 

Endpoint

User: XXXXX

Systems Of Record

COLLECT

Style: XXXX 

(REST/SOAP/

ODATA etc)

API Name: XXXX

Process API͛s

Style: XXXX 

(REST/SOAP/

ODATA etc)

API Name: XXXX

Data / System API͛s

Data Stores

Developer Hub

Style: XXXX 

(REST/SOAP/

ODATA etc)

API Name: XXXX

Style: XXXX 

(REST/SOAP/

ODATA etc)

API Name: XXXX

Style: XXXX 

(REST/SOAP/

ODATA etc)

API Name: XXXX

Key

Style: XXXX 

(REST/SOAP/

ODATA etc)

API Name: XXXX

Back End / Data

API Gateway

Hub UI

DfE Arch. Pack Example: API Design View


image19.emf
DfE Arch. Pack Example:

Network / Hosting (High Level)

Key

Changed 

Component

Existing 

Component


image20.emf
DfE Arch. Pack Example:

Network (Detailed)

Key

VLAN VLAN VLAN VLAN Firewall


image21.png
TGChﬂO'Ogy Stabilise.
DlreCt(‘)ra’[e\\ Optimise.

Transform.




